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About this Document

Introduction
PeopleFluent Learning supports event synchronization to and from on-premises Microsoft 
Exchange Server and Office 365 Exchange Online. On-premises versions of Exchange Server 
support Basic Authentication, while Office 365 Exchange Online supports only OAuth2.

This document describes how to configure Office 365 Exchange Online for OAuth2 
authentication and integrate Exchange Server accounts (emails) with the LMS. When Exchange 
Server is integrated with the LMS, calendar events, such as personal events, class schedules, 
and facilities and class resources bookings, can be pushed to the Exchange Server to be 
displayed in corresponding calendars. Events created on the Exchange Server can be 
synchronized to the calendars in the LMS.

Document Information
This section lists any changes or updates that occur following initial publication.

Revision Information

Revision Date: April 25, 2024

Revised Document Version Number: 2.0

Details of Revision: Initial publication.
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Prerequisites
For Microsoft Exchange Server integration, data is synchronized between the LMS and 
Exchange Server using an administrator account, which must first be created in Exchange 
Server. For more information, see Create an Exchange Server User Account.

For Office 365 Exchange Online integration, the LMS application must be registered in Azure 
Active Directory, for which you will need a Microsoft Office 365 account. Alternatively, you 
can register a developer account via https://developer.microsoft.com/en-us/microsoft-365/
dev-program, or one-month free trial account for Office 365 E5 via https://
www.microsoft.com/en-us/microsoft-365/enterprise/compare-office-365-plans.

https://developer.microsoft.com/en-us/microsoft-365/dev-program
https://www.microsoft.com/en-us/microsoft-365/enterprise/compare-office-365-plans
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Create an Exchange Server User Account
To create a user account for Exchange Server

Go to Microsoft 365 admin center (https://admin.microsoft.com/AdminPortal/) and log 
in as an administrator (if this is the first time logging in) or as another user with 
permission to create accounts.
Click mailboxes.
Click the + icon and select User mailbox from the drop-down list. The new user mailbox 
dialog opens.
Enter the new user account details and click Save.

https://admin.microsoft.com/AdminPortal/
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2.
3.

Configure Client Credentials Grant Flow

Create a New Registration for the LMS
To create a new registration for the LMS

Go to Microsoft 365 admin center (https://admin.microsoft.com/AdminPortal/) and 
login with your account.
Click Azure Active Directory (under Admin centers on the left-hand navigation menu). 
The Azure Active Directory admin center opens. 
Click Azure Active Directory on the left-hand navigation.
On the Dashboard page, click App registrations (under Manage on the left-hand 
dashboard navigation menu). The App registrations page opens.
Click + New registration. The Register an application page opens.
Enter an appropriate name in the Name field, and leave the other fields and options as 
their default values. The Redirect URI is not required.
Click Register. The page updates with the registration details.
Copy and save to a text file the values for Application (client) ID and Directory (tenant) 
ID. They will be needed for registering the Exchange Server account in the LMS.

Update the Manifest
To update the manifest

Click Manifest (under Manage on the left-hand dashboard navigation menu).
Scroll down the XML file and locate requiredResourceAccess property.
Insert the following code after the Scope resource access type, adding a comma 
between the Scope resource access type and the Role resource access type.

{
    "resourceAppId": "00000002-0000-0ff1-ce00-000000000000",
    "resourceAccess": [
        {
            "id": "dc890d15-9560-4a4c-9b7f-a736ec74ec40",
            "type": "Role"
        }
    ]
}

https://admin.microsoft.com/AdminPortal/
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Figure: example manifest after adding the Scope resource

Click Save.

Configure API Permissions
To configure API permissions

Click API permissions (under Manage on the left-hand dashboard navigation menu). The 
API permissions page opens.
Expand Office 365 Exchange Online. The full_access_as_app permission is shown. 
Click Grant admin consent for [your registered company or organization name]. The 
status is updated to Grant for [your registered company or organization name]. 

Configure Certificates and Secrets
To configure certificates and secrets

Click Certificates & secrets (under Manage on the left-hand dashboard navigation 
menu). The Certificates & secrets page opens.
Click + New client secret. The Add a client secret panel opens.
Enter a description and select when it expires.
Click Add. The client secret is added to the Certificates & secrets page.
Copy and save the client secret value in the Value column. This will be used as the client 
secret when registering an Exchange Server account in the LMS.

Register your Application (from the Microsoft page: Authenticate an EWS application by using 
OAuth).

https://docs.microsoft.com/en-us/exchange/client-developer/exchange-web-services/how-to-authenticate-an-ews-application-by-using-oauth#register-your-application
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Configure Calendar Permission Delegation
To configure permission delegation

Go to Microsoft 365 admin center (https://admin.microsoft.com/AdminPortal/) and 
login with your account.
Click Exchange (under Admin centers on the left-hand navigation menu). 
To create a normal user account for a personal calendar in the LMS, go to Users > Active 
Users and click Add a user.
To create a room or equipment resource, go to Recipients > Resources and click Add a 
resource.
To manage delegates for a resource, select the resource on the Resources page and click 
Manage delegates in the resource dialog.
Select the delegated email account (that is, the training center's Exchange Server email 
account) to access the resource email account.
Select Full access and Send on behalf for the level of permission.

1.

2.
3.

4.

ekp.log may show the following error:

com.netdimen.appl.exchangeserver.ExchangeWebService.
fetchAppointmentsFromExchangeServer: null. 

For more information, see this Stack Overflow post: Office 365 EWS - 
GetUserAvailability ID is null.

To resolve this error

Open Office 365 and login as the delegated email account (that is, the training 
center's Exchange Server email account).
Open Outlook and add a Room email account to the calendar.
Select Sharing and permissions from the Room's more menu. The Sharing 
and permissions dialog opens.
Select the delegated email account and select Delegate from the drop-down 
list.

https://admin.microsoft.com/AdminPortal/
https://stackoverflow.com/questions/61872254/office-365-ews-getuseravailability-id-is-null
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Add an Exchange Server in the LMS
To configure an Exchange Server in the LMS, the Enable Exchange Server schedule integration
System Configuration setting must be enabled.

To configure an Exchange Server in the LMS

Go to Manage Center > System > Exchange Server. The Exchange Servers page opens 
with a list of existing Exchange Servers.
Click + Create New Server. 
Enter a name for the Exchange Server configuration in the LMS.
Select the ExchangeOnline_OAuth2 Exchange Server type from the Version drop-down 
list. 
Enter the email address for the lmsadmin account (that is, the LMS administrator user 
account added to Exchange Server.
Enter the Client ID and Tenant ID copied from Application (client) ID and Directory 
(tenant) ID in the App registrations page in the Azure Active Directory admin center.
Enter the Client secret value copied from the Certificates & secrets page in the Azure 
Active Directory admin center.
Click Save. The new Exchange Server configuration is listed in the Exchange Servers page.
To test the connection, click the configuration name and then click Test Connection.

Configure Client Credentials Grant Flow

While Microsoft no longer provides support for Exchange Server 2007 through 2016, 
the LMS can still integrate with those versions (and 2019) using Basic 
Authentication.
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Link Users with Exchange Server
To link a user with Exchange Server

On the Exchange Server's Administration Panel, create or identify a user account to be 
linked to the LMS.
Go to Edit User > Mail Settings > Mailbox permissions > Add Read and Manage 
Permission to the LMS Admin Account. Alternatively, enter Add-
MailboxFolderPermission lmsuser:\calendar -User lmsadmin@windowsdomain.com
-AccessRights in Exchange Management Shell.
In the LMS, open the user's profile in the User Editor and ensure their email is the same as 
the Exchange Server email (lmsadmin@windowsdomain.com in the example above).
Select the Exchange Server configuration name from the Exchange Server drop-down 
list. Each user can be connected to only one Exchange Server (Web Service).
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Link Training Centers with Exchange Server
By linking a training center to an Exchange Server, all bookings and events for the facilities and 
class resources assigned to the training center are associated with the Exchange Server.

To link a training center with Exchange Server

Go to Variable "manage-center-name" is not defined > Learning > Training Centers. 
The Training Centers page opens with a list of existing training centers.
Click the name of the training center you want to link to an Exchange Server. The training 
center details open.
Select the Exchange Server you want to link the training center to from the Exchange 
Server drop-down list.
Click Save.
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Link Facilities with Exchange Server
To link a facility in the LMS with Exchange Server, you must have a Room Exchange 
Server account, and associate the LMS facility to it.

To link a facility to Exchange Server

In the Exchange Server's Administration Panel, go to Resources > Rooms & equipment.
Create or identify an account with the type Room to link to the LMS.
Add an exchange administrator account as a delegate for the Room account.
In the LMS, go to Variable "manage-center-name" is not defined > Learning > 
Facilities. The Facilities page opens with a list of facilities.
Create a new facility or click the name of the facility you want to link with Variable 
"exchange_server" is not defined. The facility's Room Information page opens.
In the Outlook Reference field, enter the email address of the Room Variable 
"exchange_server" is not defined account.
Complete the other facility details fields as required and click Save.
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Link Class Resources with Exchange Server
To link a class resource in the LMS with Exchange Server, you must have an Equipment
Exchange Server account, and associate the LMS class resource to it.

To link a class resource to Exchange Server

In the Exchange Server's Administration Panel, go to Resources > Rooms & equipment.
Create or identify an account with the type Equipment to link to the LMS.
Add an exchange administrator account as a delegate for the Equipment account.
In the LMS, go to Variable "manage-center-name" is not defined > Learning > Class 
Resources. The Class Resource page opens with a list of class resources.
Create a new class resource or click the name of the class resource you want to link 
with Variable "exchange_server" is not defined. The class resource details page opens.
In the Outlook Reference field, enter the email address of the Equipment Variable 
"exchange_server" is not defined account.
Complete the other class resource details fields as required and click Save.
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Pulling Events from Exchange Servers
For users and training centers that have been linked to an Exchange Server, Facility, Class 
Resource, and Instructor calendar events will be loaded from the Exchange Server where 
applicable. 

Users can see them in these LMS pages:

Local events created within the LMS and events pulled from Variable "exchange_server" is not 
defined are shown.

Users with unrestricted access to the Resource Planner can view and edit events originally 
created in the LMS. Users can view but not edit details of events originally created on the 
Exchange Server Calendar.

The synchronization combines the LMS and Exchange Server calendar events to provide an 
integrated picture of the availability of people, facilities, and class resources). For example, 
Tentative and Out of Office events in Exchange Servers will be treated the same as Busy events 
in the LMS, that is, unavailable. Events with a Free status are not visible in LMS calendars. 

However, there will not be any further processing of event information from Exchange Servers. 
For example, declining an invitation in Exchange Server only affects whether that event will 
appear in LMS Calendars and will not withdraw the Learner from the training.

To hide the details of Exchange Server events in the LMS so they show only as Busy, enable the 
Show Exchange Server events in Class Resource Manager calendars as 'Busy' only System 
Configuration setting.

Troubleshooting
If events are not being pulled from the Exchange Server, check that:

• Resource Planner

• Catalog Editor > Session Properties > Add/Edit Class Schedule Page

• Class Resource Calendar

• Personal Calendar

• Instructor Schedule

• Class Resource Schedule

• Facility Schedule

• Each facility or class resource has an Outlook Reference configured

• The relevant training center has the appropriate Exchange Server selected

• Each instructor has both an Outlook Reference and an Exchange Server configured in the 
User Editor
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Pushing Events to Exchange Server
When Exchange Servers have been set up, calendar events created in the LMS will be pushed to 
the Exchange Servers. This includes creating, updating, or deleting the following:

• Personal events (via Personal Calendar, or Instructor Schedule) 

• Facility bookings (via Resource Planner, Class Resources Calendar, or Facilities Schedule)

• Class Resources bookings (via Resource Planner, Class Resources Calendar, or Class 
Resources Schedule)

• Instructor, Facility, and Class Resources bookings associated with the module session's 
schedule (via Catalog Editor > Add/Edit Class Schedule Page, Resource Planner, Class 
Resource Calendar, Facility Schedule, Class Resources Schedule, or Instructor Schedule)
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Create Events in Exchange Server

To create an event in Variable "exchange_server" is not defined:

Go to https://www.office.com and log in with an Variable "exchange_server" is not 
defined user account linked with the LMS.
Go to Outlook and select the Calendar.
Double-click a date on the calendar to create an event.

Customers who integrate their local Outlook with Office 365 can create the event in 
Outlook on their computer, which will sync up to Office 365.

https://www.office.com
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Link Exchange Resources to the LMS
To enable LMS users to accept and decline resource booking events pulled from Variable 
"exchange_server" is not defined, you assign the LMS admin user's email address (configured 
for the Exchange Server in the LMS Variable "manage-center-name" is not defined) as a 
booking delegate for the resource in the Variable "exchange_server" is not defined Admin 
Center.

To add an LMS user as a resource booking delegate

In Variable "exchange_server" is not defined's Admin Center, click resources. The 
resources page opens with a list of existing resources.
Double-click the resource (room or equipment) you want to add the LMS user to. The 
resource opens in a dialog for editing.
Click booking delegates.
Select Select delegates who can accept or decline booking requests.
Click the + icon to add a delegate.
Select the LMS admin user (for example, lmsadmin) previously created as a user mailbox 
in Variable "exchange_server" is not defined.
Click Save.
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Legal Notice
This document has been created for authorized licensees and subscribers ("Customers") of the 
software products and associated services of Learning Technologies Group, Inc. by its division 
PeopleFluent and all of its affiliates (individually and collectively, as applicable, "PeopleFluent"). It 
contains the confidential and proprietary information of PeopleFluent and may be used solely in 
accordance with the agreement governing the use of the applicable software products and services. 
This document or any part thereof may not be reproduced, translated or retransmitted in any form 
without the written permission of PeopleFluent. The information in this document is subject to change 
without notice.

PEOPLEFLUENT DISCLAIMS ALL LIABILITY FOR THE USE OF THE INFORMATION CONTAINED IN 
THIS DOCUMENT AND MAKES NO REPRESENTATIONS OR WARRANTIES WITH RESPECT TO ITS 
ACCURACY OR COMPLETENESS. PEOPLEFLUENT DISCLAIMS ALL IMPLIED WARRANTIES 
INCLUDING THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR 
PURPOSE. PEOPLEFLUENT DOES NOT GUARANTEE THAT ITS PRODUCTS OR SERVICES OR ANY 
SAMPLE CONTENT CONTAINED IN ITS PRODUCTS AND SERVICES WILL CAUSE OR ENABLE 
CUSTOMER TO COMPLY WITH LAWS APPLICABLE TO CUSTOMER. USERS ARE RESPONSIBLE FOR 
COMPLIANCE WITH ALL LAWS, RULES, REGULATIONS, ORDINANCES AND CODES IN CONNECTION 
WITH THE USE OF THE APPLICABLE SOFTWARE PRODUCTS,INCLUDING, WITHOUT LIMITATION, 
LABOR AND EMPLOYMENT LAWS IN RELEVANT JURISDICTIONS. THE PEOPLEFLUENT PRODUCTS 
AND SAMPLE CONTENT SHOULD NOT BE CONSTRUED AS LEGAL ADVICE.

Without limiting the generality of the foregoing, PeopleFluent may from time to time link to third-party 
websites in its products and/or services. Such third-party links are for demonstration purposes only, 
and PeopleFluent makes no representations or warranties as to the functioning of such links or the 
accuracy or appropriateness of the content located on such third-party sites. You are responsible for 
reviewing all content, including links to third-party web sites and any content that you elect to use, for 
accuracy and appropriateness, and compliance with applicable law.

Any trademarks included in this documentation may comprise registered trademarks of 
PeopleFluent in the United States and in other countries.

Microsoft, Windows, and Internet Explorer are trademarks or registered trademarks of Microsoft 
Corporation in the United States and/or other countries. Oracle and PeopleSoft are registered 
trademarks of Oracle International Corporation. Adobe and Acrobat are registered trademarks of 
Adobe Systems Incorporated. All other names are used for identification purposes only and are 
trademarks or registered trademarks of their respective owners. Portions of PeopleFluent Workforce 
Communication software may include technology licensed from Autonomy and are the copyright of 
Autonomy, Inc.Quartz Scheduler is licensed under the Apache License.

Website: peoplefluent.com

Copyright © 2024, Learning Technologies Group, Inc. All rights reserved.

http://www.peoplefluent.com
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