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About the Upgrade Guide

This guide explains how to upgrade PeopleFluent Learning to 23.03 for on-premises installations. Some
configuration information is included for Apache, Apache Tomcat, Microsoft SQL Server, Oracle and Rustici
Engine for SCORM. For more detailed installation instructions or other services not included here, please refer
to vendor-specific installation documents.

If you have any issues or queries related to upgrading the LMS, contact the relevant party or parties described
in your Technical Support Contract.

Audience

This guide is intended for:

» PeopleFluent Learning system administrators who are comfortable with managing application, web and
database servers.

» PeopleFluent Professional Services and reseller staff tasked with upgrading the LMS on-premises.

» PeopleFluent and reseller customer service staff, who may also find it a useful reference to support
client system administrators.

This document assumes that you are familiar with the supported operating systems, database servers, web
browsers and network configuration.

Notice to Users

This document is subject to revision based on external hardware and software changes; it may be updated
periodically to reflect those changes.

PeopleFluent supports and provides defect fixes for PeopleFluent products under valid Support and
Maintenance Agreements on only those operating systems and third-party systems that have been certified and
published by PeopleFluent. PeopleFluent will not be responsible for providing any defect fixes for non-certified
distributions.

Document Information

This section lists any changes or updates that occur following initial publication.

Table: Document Revisions

Revision Information

Revision Date: March 2, 2023
Revision Document Version Number: 1.0
Details of Revision: Initial publication.

PeopleFluent Proprietary and Confidential 3



PeopleFluent Learning 23.03 Upgrade Guide Prerequisites

Prerequisites

PeopleFluent Learning updates can only be applied sequentially when manually upgrading the LMS. You must
be running version 22.11 before you can upgrade to version 23.03. Alternatively, there are upgrade kits that
enable you to upgrade from 14.1, 15.1, 15.2, 15.3, 21.04, 21.08 and 21.11 in one step instead of incrementally.
For more information, see Download the Upgrade Kit Patch.

To check your current version, log into the LMS and go to: Manage Center > System > System Activity
Statistics. The version is listed in the System Environment section.

If you are running a version earlier than 14.1, you must upgrade to 14.1 before upgrading to 23.03.

Tomcat
PeopleFluent Learning 23.03 supports Tomcat 9.0.42 or higher.

@ PeopleFluent Learning 23.03 does not work with Tomcat 7. Customers and partners who have
been using Tomcat 7 must upgrade. See http://tomcat.apache.org/ for instructions.

While previous versions of the LMS have been tested with Tomcat 8.0, this version has reached
its end-of-life and is no longer supported by Apache Software Foundation. PeopleFluent advises
customers and partners who host their instances of the LMS using Tomcat 8.0 to consider
upgrading to Tomcat 9.

Version 23.03 was tested exclusively using Tomcat 9.0.42. You can download Tomcat 9.0.x
from https://tomcat.apache.org/download-90.cgi.

Throughout this document <tomcat_home> refers to your Tomcat installation directory.
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Prerequisites for Customers Using MySQL

LMS 22.03 is the last version that supports MySQL 5.7 with character set utf8 and collation utf8_general_ci.
Using MySQL 5.7 and its database server default character set might be utf8 and collation might be
utf8_general_ci, depending on the configuration set in my.ini. [Database Server Level]. The ekp database
used for LMS should have the character set utf8 and collation utf8_general_ci. (The database name might be
different, if so, please adjust the SQLs and command accordingly when following this document) [Database
Level].

As of LMS 22.07, only MySQL 8.0 with character set utf8mb4 and collation utf8mb4_unicode_ci is officially
supported. Using MySQL 5.7 with character set utf8 and collation utf8_general_ci may or may not work, but we
do not test against it.

For testing purposes, you can download the latest version from MySQL::Download Connector.

See Appendix D — Migrating MySQL 5.7 to MySQL 8.0 for additional information.
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PeopleFluent Learning 23.03 Upgrade Guide Summary

Summary

The upgrade procedure is summarized as follows:
1. Provide users with advance notice of LMS service suspension.
2. Replace the login page with a maintenance notice page.
3. Stop the LMS application server.
4. Back up the database.
5. Back up web application files, including customized files.
6. Download the upgrade kit patch.
7. Prepare the build and restart Tomcat.
8. Run the upgrade.bat (Windows) or upgrade.sh (Unix/Linux) file (for automated update).
9. Restore custom files.
10. Copy the new license file to the webapps\ekp\WEB-INF\conf folder.

11. Start the LMS.

PeopleFluent Proprietary and Confidential 6
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Notice of LMS Service Suspension

You will need to stop your current LMS application to perform the upgrade. Before the upgrade, you can use
the News Manager in the LMS to provide advance notice to your users of when the LMS will be unavailable.
For example, you can create an article to be pushed out to all LMS users a week or two in advance of the
upgrade and set it to automatically expire after the upgrade is complete.
The news article could include:

» Expected service suspension times

* New features to be expected on upgrade

» Changes to existing features

To learn more about publishing news articles, see the following documents, which are available from
the Customer Community:

» System Administration Guide
» ENO040 Adding News to the Login Page

During the 24-hour period before the upgrade, you may also want to use the Broadcast Messenger to send a
message to all logged in users to remind them of the service suspension.

To learn more about using the Broadcast Messenger, see the System Administration Guide.

PeopleFluent Proprietary and Confidential 7
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Replace the Login Page With a Maintenance Notice
PeopleFluent Learning 23.03 Upgrade Guide Page

Replace the Login Page

In order to prevent users from receiving Internal Server Error or 404 Page not found error pages, it is good
practice to leave the web server running and to temporarily replace the login page with a maintenance notice.
This notice can simply be a static HTML page stating that the system is being upgraded and when service is
expected to resume. Like the default login page, it will be served by the web server without the use of the
application server or Servlet engine.

Rename your usual PeopleFluent Learning login page and temporarily replace it with your Maintenance page
to prevent users from logging in. The default login page for LMS is index.html.

PeopleFluent Proprietary and Confidential 8
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Stop the LMS Application Server

To stop the PeopleFluent Learning application server, follow these steps:

1. Verify that nobody else is currently logged in by selecting System > User Sessions in the Manage
Center.

Note that if users do not log out of the LMS but instead just close their browser window/tab, they may
still be listed in the User Sessions page. Check the Last Access column to see how long the connection
has been idle for; if it is longer than a day, it is likely that the user is no longer actively using the LMS.

To log out inactive users in the User Sessions screen, tick the box for each user and kill their session.

2. If there are still active users, use the Broadcast Messenger (Communications > Broadcast Messenger)
to send all current users an immediate message that they should log out.

3. Stop the LMS by shutting down the application server (Servlet engine). For example, if you are using
Tomcat as your Servlet engine and it is installed as a service, stop the service. Other engines (for
example, WebSphere) have their own unique administration procedures for starting/stopping the server.
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Back up the Database

It is essential to back up the database before updating the LMS. Please refer to your database server's
documentation for detailed instructions on backing up databases.
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Back up Web Application Files

Backing up the PeopleFluent Learning web application files is essential if you have a customized login page or
language files.

For default installations, the website files are located in <tomcat_home>\webapps\ekp. This may be different if
you have installed the LMS on a different application server, or with a different application name.

Copy the files to a temporary location. Do not move them—any user-uploaded files, such as skins, stylesheets
and images, should always remain in their original location on the application server.

If you have changed any of the following files to customize your LMS, back them up before upgrading. You will
need to reinstate any customizations that are overwritten with default files during the upgrade:

Default login page (index.html)

Default skins in the following folders:

* \nd\fresco\styles\NetD-xxx
* \nd\fresco\styles\tests

* \nd\frescolimages

Custom language files in \WEB-INF\classes\com\netdimen\locale

* Web application deployment descriptor file: \WEB-INF\web.xml

PeopleFluent Proprietary and Confidential 11
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Download the Upgrade Kit Patch

For standard PeopleFluent Learning installations, you can download and run an upgrade kit executable file,
which will update the LMS application and database. Alternatively, you can download the kit, extract the files
you need from it and manually update the application and database by following the steps in Appendix A —
Manual Upgrade Procedure.

Several upgrade kits are available to upgrade to PeopleFluent Learning 23.03 that enable you to upgrade from
14.1,15.1, 15.3, 21.04, 21.08, 21.11 and 22.03 in one step instead of incrementally upgrading to 23.03 one
version at a time. This means that the LMS will only need to be restarted once. Upgrading multiple versions at
once is also available to CFR licensed systems.

You can download the appropriate upgrade kit from the PeopleFluent Learning Download Center:
1. Select Services > Release Downloads.
2. On the Release Downloads page select upgrade kit corresponding to the version you are upgrading

from. For example, download the LMS_2303_Ugrade_Kit_patch_0.zip file if you are upgrading from
22.11.

PeopleFluent Proprietary and Confidential 12
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Prepare the Build and Restart Tomcat

To prepare the build

1.

Unzip the upgrade kit to a folder on the application server.

Edit the build.xml file and set the db.username and db.password properties to the values for the account
used to run database scripts during the upgrade process. These are usually the default.user and
default.password values in the ekp.properties file.

. Verify the TOMCAT_HOME and JAVA_HOME environmental variables:

» TOMCAT_HOME must be set to your LMS web application directory.
+ JAVA_HOME must be set to the Java home directory.

In Windows, go to Windows Start menu > Control Panel > System and Security > Advanced tab and
select Environment Variables.

In Linux, use the printenv shell command to check the environment variables:
printenv TOMCAT_HOME
printenv JAVA HOME

Use the export (Bourne-shell) or set (C-shell) command to set the environment variables, if required. For
example:

export JAVA_HOME=/usr/lib/jvm/jdk1.8.0_xx/jre
Or...
set TOMCAT_HOME="'<tomcat_home>/webapps/ekp"

set JAVA HOME="/usr/lib/jvm/jdk1.8.0 xx/jre"

In Windows, open the Apache Tomcat Properties either through the Windows Start menu > Configure
Tomcat, or you can right-click the Tomcat Manager icon in the system tray.

In the Java tab, verify that the Java Virtual Machine reference is pointing to the jvm.dll located under
\jdkx.x.x\jre\bin\server\.

In the Java tab, enter the amount of memory you want to allocate to the Java heap in the Maximum
Memory Pool field.

In Linux go to the Apache Tomcat /bin directory and enter the Catalina options to set the minimum and
maximum amount of RAM (MB) to allocate to the Java heap:

export CATALINA_OPTS="$CATALINA_OPTS -XmsMINm"
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export CATALINA_OPTS="$CATALINA_OPTS -XmxMAXm"

Replace MIN with the minimum amount of RAM (MB) to allocate to the JVM heap, and replace MAX with
the maximum amount (for example, -Xmx12288m sets the maximum RAM to 12 GB).

8. Restart Tomcat.

PeopleFluent Proprietary and Confidential 14
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Run upgrade.bat or upgrade.sh

In Windows:
1. Change directory to the directory created when you unzipped the upgrade kit.
2. Run upgrade.bat.
In Unix or Linux:
1. Grant execution permission to ant and upgrade.sh by entering the following commands:
chmod +x ant

chmod +x upgrade.sh

2. Change directory to the directory created when you unzipped the upgrade kit.
3. Runupgrade.sh.

4. Check the error.log file in Apache’s ‘logs’ sub-folder and contact PeopleFluent support if there are any
errors.

The upgrade kit executable file will automatically detect if the Code of Federal Regulation feature
(CFR) has been enabled and will update the schema as required.
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Restore Custom Files

Restore the customized files you backed up earlier in the procedure, which might include:

* Your custom login page (index.html)

Skins in the following folders:

* \nd\fresco\styles\NetD-xxx
* \nd\fresco\styles\tests
* \nd\frescolimages
» Custom language files in \WEB-INF\classes\com\netdimen\locale

» The web application deployment descriptor file: \WEB-INF\web.xml
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Apply the New License File

A new license file is required only when upgrading to a major release (for example, 22.11 to 23.03) but not for
patch releases. Copy the new license file to the webapps\ekp\WEB-INF\conf folder.
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Start the LMS

Open the LMS in your browser. If the LMS does not start, See "Appendix B — Upgrade Troubleshooting" on
page 23.
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Post-upgrade Actions

Custom Skins

HTML structures and CSS class names can change from release to release, which may affect custom skins
based on a previous release.

If your organization uses a custom skin, check that various types of page in the LMS display properly in your
supported browsers. For more information about custom skins, see the Skin Customization Guide.

Custom Language Files

If you have restored custom language files to the WEB-INF\classes\com\netdimen\locale directory, check that
the on-screen text displays as expected. For more information about custom language files, see the Text
Customization guide, which is available to download from the Customer Community.

Apply Upgraded Language Bundles (non-US English)

Upgraded language bundles will be added to the support site as and when they become available. If your
Support and Maintenance contract includes language bundles, contact PeopleFluent Customer Support to

check for availability of upgraded language bundles. Availability is approximately one month after initial release

and until upgraded language bundles are applied, any new or updated text will still be in US English.

If you have a PeopleFluent Learning Performance license and receive direct support from your reseller, please

contact your reseller for language bundle upgrades.

PeopleFluent Proprietary and Confidential
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Appendix - A Manual Upgrade Procedure

This appendix explains how to upgrade PeopleFluent Learning to version 23.03 manually.

You can manually upgrade to PeopleFluent Learning 23.03 only from version 22.11.

Prepare the environment and update the web application files

1. Follow the steps for the automated upgrade procedure up to downloading the upgrade kit. After
downloading the upgrade kit, unzip it to a folder on the application server.

2. If you have updated or customized any of the standard libraries, you must back them up before
overwriting them with those extracted from the 23.03 upgrade Kkit.

3. Unzip the 2303\upgrade-ekp.zip file to the LMS web application directory
(Default: <tomcat_home>\webapps\ekp).

4. If your LMS runs in a web context other than the default (ekp), ensure the system.domain property
in <tomcat_home>\webapps\ekp\WEB-INF\confiekp.properties is set to your web context. For example,
system.domain=myWebContext.

Prepare the LMS database

SQL Server

Before you update a SQL Server database, you must ensure the login defined in ekp.properties is assigned as
dbo in the LMS database.

For example, if the default database connection properties in ekp.properties are as follows:

default.user=Undadmin

default.password=Pndadmin

default.driverName=com.microsoft.sqlserver.jdbc.SQLServerDriver

default.connectURL=jdbc:microsoft:sqlserver://
localhost:1433;DatabaseName=ekp;SelectMethod=cursor

Then connect to SQL Server and execute the following SQL to add the alias:

PeopleFluent Proprietary and Confidential 20



PeopleFluent Learning 23.03 Upgrade Guide Appendix A - Manual Upgrade Procedure

USE ekp
GO
sp_dropuser Undadmin
GO
sp_addalias Undadmin,dbo
GO
Oracle

For Oracle, the user that is used to connect to the LMS database must have read access to the
dba_objects data dictionary table.

To grant this access in Oracle, execute the following SQL statement:

grant select on dba objects to ekp;

Run the database upgrade script

The examples in this section use the following example database username and password:

default.user=Undadmin

default.password=Pndadmin

Note that the upgrade script can take several hours to complete, depending on the size of your LMS database.

1. Start a command prompt and change directory to <tomcat_home>\webapps\ekp\WEB-
INF\nschema\<database>

Where <database> is your Oracle, SQL Server or MySQL database directory.

2. Run the command in the table below for your database.

Database Command

Oracle sqlplus Undadmin/Pndadmin@<server> @auto-oracle-upgrade.sql
SQL osql -Undadmin -Pndadmin -S<server> -d<database name> < auto-mssql-
Server upgrade .sql
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MySQL mysql -user=Undadmin -password=Pndadmin <database name> < auto-mysql-
upgrade.sql

3. If your LMS is CFR enabled, upgrade the schema for the auditing tables by entering the command in the
table below for your database.

Database Command

Oracle sglplus Undadmin/Pndadmin@<server> @auto-oracle-audit-upgrade.sql

SQL osgl -Undadmin -Pndadmin -S<server> -d<database name> < auto-mssql-audit-
Server upgrade.sql

MySQL mysql -user=Undadmin -password=Pndadmin <database name> < auto-mysqgl-

audit-upgrade.sql

Configure the LMS

Follow these steps as needed:

1. Append the properties in the add-ekp.properties file to the end of ekp.properties in
<tomcat_home>\webapps\ekp\WEB-INF\conf\ and uncomment them as required.

2. Restore the customized files you backed up earlier in the procedure. (For more information, see See
"Restore Custom Files" on page 16.)

3. If you have a new license.ekp file, copy it into webapps\ekp\WEB-INF\conf.

4. Start the LMS and run through the post-update checks. (For more information, See "Post-upgrade
Actions" on page 19.)
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Appendix B - Upgrade Troubleshooting

There are two types of upgrade failure:
» Upgrade kit execution failure

» Data migration failure during LMS startup

Check whether the upgrade kit completed successfully

The first thing to check is whether the upgrade kit has completed successfully. When the upgrade script runs it
generates an upgrade.log file. If this file does not end with the message, BUILD SUCCESSFUL, you can find
the cause of the failure in the error.log file.

You will need to provide PeopleFluent with the upgrade.log and error.log files for further investigation.

Check for data migration failure

When you restart your LMS Servlet engine (for example, Tomcat), it updates the ekp.log file. If this file contains
the message, UNABLE TO PERFORM DATA MIGRATION, then upgrade has failed and the LMS will not start.
Contact PeopleFluent Customer Support, who will need the ekp.log file for further investigation.
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Appendix C - Performance Troubleshooting

If you experience performance issues with an on-premises upgrade or new install, with group enroliment or
importing training records through the CSV data loader, there are several areas of configuration that you can
update to help improve system performance.

These are recommendations only, and do not guarantee a performance improvement.

Tomcat Configuration

In the Tomcat configuration tool click the Java tab and update the initial memory pool to 6000 MB. By doing this
tomcat will take a majority of the memory that it needs at the beginning instead of going back and forth to the
server.

ekp.properties

In the ekp.properties file (<tomcat_home>\webapps\ekp\WEB-INF\conf) update the following property values:
 default.initialConnections=4
 default.incrementConnections=2

» system.allowsamelogin=[any number greater than zero] When this is set to 0, users can log in to the app
as many times as they want.

 cache.learningobject=250
+ cache.question=250
+ cache.article=100
» cache.org=250
Add the following properties:
+ sessions.timeoutMinutes=240
« cache.user=100
» cache.catalog=100

If there are still performance issues with the secondary connection pool, then add or change the following
settings:

+ backgroundTasks.secondaryCP=false
+ transaction.secondaryCP=false

» springMvcTransaction.secondaryCP=false
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» api.secondaryCP=false

Microsoft SQL Server

To fix performance issues with the TinCan API (xAPI) SQL with Microsoft SQL Server in a normal LMS schema
with no replication or special considerations:

1. Stop the application (this is necessary as you will be dropping indexes and keys and stopping the
application will prevent any potential data loss).

2. Back up the current database to the local drive.

3. Run the following SQL scripts in order (click the filename link to download the script file):

20200304-1-mssql-versioning_table_creation.sql

BEGIN TRANSACTION;

CREATE TABLE [database_script_history] (

[execution_id] [int] IDENTITY (1, 1) NOT NULL,

[script_name] [nvarchar](255) NOT NULL,

[execution_time] [datetime] CONSTRAINT [DF_db script history exec_time] DEFAULT
GETDATE() NOT NULL,

[script_description] [nvarchar](1200),

CONSTRAINT [PK_database_script_history] PRIMARY KEY ([execution_id]),

CONSTRAINT [UK_db_scrt_history script_name] UNIQUE NONCLUSTERED ([script_name]
ASC))
GO

INSERT INTO [database script_history] ([script_name], [script description]) VALUES
('20200304-1-mssql-versioning table_creation.sql', 'Initial creation of the script

versioning table.");

COMMIT TRANSACTION;

This script creates the table structure needed to track if this script was applied and can be used for any
future hot fix scripts.

Download the script: 20200304-1-mssql-versioning_table_creation.sql

20200304-2-mssql-alter_tincan_statement_id_datatype.sql

BEGIN TRANSACTION COLUMNUPDATE;

--Create new columns for data integrity check

ALTER TABLE [tincan_statement] ADD [id_bak] char(36);

ALTER TABLE [tincan_context activity] ADD [statement_id bak] char(36);
ALTER TABLE [tincan_statement_action_info] ADD [statement_id_bak] char(36);
ALTER TABLE [tincan_statement_agent] ADD [statement id _bak] char(36);

GO
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IF NOT EXISTS (SELECT * FROM INFORMATION_SCHEMA.TABLES WHERE
TABLE_NAME="database_script_history")
BEGIN
ROLLBACK TRANSACTION COLUMNUPDATE;
RAISERROR('The table [database_script_history] has not been created yet.', 16,
1);
END
ELSE IF EXISTS (SELECT * FROM [database_script_history] WHERE [script name] =
"20200304-2-mssql-alter_tincan_statement_id_datatype.sql®)
BEGIN
ROLLBACK TRANSACTION COLUMNUPDATE;
RAISERROR('This script, 20200304-2-mssql-alter_tincan_statement_id_datatype.sql,
has been executed.®, 16, 1);
END
ELSE
BEGIN
PRINT 'Dropping indexes and constraints...';

--Drop the dependent indexes

DROP INDEX [NUK_TINCAN_CONTEXT_STATEID] ON [tincan_context_activity];

DROP INDEX [NUK_STATE_ACT INFO_STATE_ID] ON [tincan_statement_action_info];
DROP INDEX [NUK_STATE_AGENT_ID] ON [tincan_statement_agent];

--Drop the dependent constraints and pk

ALTER TABLE [tincan_context activity] DROP CONSTRAINT
[FK_TINCAN_CONTEXT_STATEMENTID];

ALTER TABLE [tincan_statement_action_info] DROP CONSTRAINT
[FK_TINCAN_STATEMENTID];

ALTER TABLE [tincan_statement_agent] DROP CONSTRAINT [FK_STATE_AGENT];

ALTER TABLE [tincan_statement] DROP CONSTRAINT [PK_TINCAN_STATEMENT];

--Copy the data from target columns to the new backup columns, alter the
datatype and check values
PRINT 'Preparing to alter columns and perform data integrity check...';
DECLARE @diffCount INT,
@dataCheckSQL NVARCHAR(120);

--tincan_statment
EXEC('UPDATE [tincan_statement] SET id bak = id');
ALTER TABLE [tincan_statement] ALTER COLUMN [id] nchar(36) NOT NULL;

SET @dataCheckSQL = 'SELECT @diffCount = COUNT(1) FROM tincan_statement WHERE
id_bak <> id";
EXEC sp_executesql @dataCheckSQL, N'@diffCount INT OUTPUT', @diffCount OUTPUT

IF @diffCount = @
BEGIN
EXEC('ALTER TABLE [tincan_statement] DROP COLUMN id_bak');
END
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--tincan_context_activity

EXEC('UPDATE [tincan_context_activity] SET statement_id bak = statement_id');

ALTER TABLE [tincan_context_activity] ALTER COLUMN [statement_id] nchar(36) NOT
NULL ;

SET @dataCheckSQL = 'SELECT @diffCount = COUNT(1) FROM tincan_context_activity
WHERE statement id bak <> statement id";
EXEC sp_executesql @dataCheckSQL, N'@diffCount INT OUTPUT', @diffCount OUTPUT

IF @diffCount = @
BEGIN
EXEC('ALTER TABLE [tincan_context_activity] DROP COLUMN statement_id_bak');
END

--tincan_statement_action_info

EXEC('UPDATE [tincan_statement_action_info] SET statement_id bak =
statement_id");

ALTER TABLE [tincan_statement_action_info] ALTER COLUMN [statement_id] nchar(36)
NOT NULL;

SET @dataCheckSQL = 'SELECT @diffCount = COUNT(1) FROM
tincan_statement_action_info WHERE statement_id_bak <> statement_id";
EXEC sp_executesql @dataCheckSQL, N'@diffCount INT OUTPUT', @diffCount OUTPUT;

IF @diffCount = @
BEGIN
EXEC('ALTER TABLE [tincan_statement_action_info] DROP COLUMN
statement_id_bak");
END

--tincan_statement_agent

EXEC('UPDATE tincan_statement_agent SET statement_id bak = statement_id');

ALTER TABLE [tincan_statement_agent] ALTER COLUMN [statement_id] nchar(36) NOT
NULL;

SET @dataCheckSQL = 'SELECT @diffCount = COUNT(1) FROM tincan_statement_agent
WHERE statement id _bak <> statement id";
EXEC sp_executesql @dataCheckSQL, N'@diffCount INT OUTPUT', @diffCount OUTPUT;

IF @diffCount = ©

BEGIN
EXEC('ALTER TABLE [tincan_statement_agent] DROP COLUMN statement_id_bak");
END
PRINT 'Recreating constraints...';

--Recreate the constraints
ALTER TABLE [tincan_statement] ADD CONSTRAINT [PK_TINCAN_STATEMENT] PRIMARY KEY
CLUSTERED ([id] ASC) ON [PRIMARY];
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ALTER TABLE [tincan_context_activity] WITH CHECK ADD CONSTRAINT
[FK_TINCAN_CONTEXT_STATEMENTID] FOREIGN KEY ([statement_id]) REFERENCES
[tincan_statement] ([id]);

ALTER TABLE [tincan_context_activity] CHECK CONSTRAINT
[FK_TINCAN_CONTEXT_STATEMENTID];

ALTER TABLE [tincan_statement_action_info] WITH CHECK ADD CONSTRAINT
[FK_TINCAN_STATEMENTID] FOREIGN KEY([statement id]) REFERENCES [tincan_statement]
([idD;

ALTER TABLE [tincan_statement_action_info] CHECK CONSTRAINT
[FK_TINCAN_STATEMENTID];

ALTER TABLE [tincan_statement_agent] WITH CHECK ADD CONSTRAINT [FK_STATE_AGENT]
FOREIGN KEY([statement id]) REFERENCES [tincan_statement] ([id]);
ALTER TABLE [tincan_statement_agent] CHECK CONSTRAINT [FK_STATE_AGENT];

--Recreate the indexes

CREATE NONCLUSTERED INDEX [NUK_TINCAN_CONTEXT_STATEID] ON
[tincan_context_activity]([statement_id]);

CREATE NONCLUSTERED INDEX [NUK_STATE_ACT_INFO_STATE_ID] ON
[tincan_statement_action_info]([statement_id]);

CREATE NONCLUSTERED INDEX [NUK_STATE_AGENT_ID] ON [tincan_statement_agent]
([statement_id]);

--Check result to see if it can be committed or needs a rollback
IF NOT EXISTS (SELECT *
FROM INFORMATION_SCHEMA.COLUMNS
WHERE ((TABLE_NAME = 'tincan_statement' AND COLUMN_NAME = 'id_bak")
OR (TABLE_NAME = 'tincan_context_activity' AND COLUMN_NAME =
"statement_id_bak*")
OR (TABLE_NAME
"statement_id_bak*")
OR (TABLE_NAME
"statement_id_bak")))
BEGIN
INSERT INTO [database_script_history] ([script_name], [script_description])

"tincan_statement_action_info' AND COLUMN_NAME =

"tincan_statement_agent' AND COLUMN_NAME =

VALUES
('20200304-2-mssql-alter_tincan_statement_id_datatype.sql', 'Alter the
datatype of tincan statement ID columns and related columns to NCHAR(36).%);

COMMIT TRANSACTION COLUMNUPDATE;
PRINT 'The operation has completed successfully. The transaction has been
committed. ";
END
ELSE

BEGIN
--Debug query before rollback
SELECT *
FROM INFORMATION_SCHEMA.COLUMNS
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WHERE ((TABLE_NAME = 'tincan_statement' AND COLUMN_NAME = 'id_bak')
OR (TABLE_NAME "tincan_context_activity' AND COLUMN_NAME =
"statement_id_bak")
OR (TABLE_NAME
"statement_id_bak")
OR (TABLE_NAME
"statement_id_bak"));

"tincan_statement_action_info' AND COLUMN_NAME =

"tincan_statement_agent' AND COLUMN_NAME =

ROLLBACK TRANSACTION COLUMNUPDATE;

RAISERROR('The operation has failed and transaction was rolled back. Please
check the output for details®, 16, 1);
END
END
GO

This script does all the heavy lifting including dropping keys, indexes and then creates the column,
moves data and then recreates those dropped objects.

Download the script: 20200304-2-mssql-alter_tincan_statement_id_datatype.sql

4. Restart the application.

Snapshot Isolations

For Microsoft SQL Server only, run the EnableRCSlandSl.sql script below to change the
ALLOW_SNAPSHOT_ISOLATION and READ_COMMITTED_SNAPSHOT. This has been applied to all 15.3.0
on-premises installations and has improved performance.
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EnableRCSlandSl.sql

/*******************************************************************************

** File Name: EnableRCSlandSlI.sql

** Database:

** Tracking Numbers:

** Description:Replace dbname with the correct name you are setting this option for.
** This is a database scoped option so it must be set on each db

*******************************************************************************/

use master
go

SELECT name as DBBeforeChange, is_read_committed snapshot_on,
snapshot_isolation_state desc

FROM sys.databases

WHERE name = “dbname”;

ALTER DATABASE [dbname] SET SINGLE_USER WITH ROLLBACK IMMEDIATE;
USE [dbname];

ALTER DATABASE [dbname] SET ALLOW_SNAPSHOT ISOLATION ON;

ALTER DATABASE [dbname] SET READ COMMITTED_SNAPSHOT ON;

ALTER DATABASE [dbname] SET MULTI_USER;

SELECT name as DBAfterChange, is_read_committed_snapshot_on,
snapshot_isolation_state_desc

FROM sys.databases

WHERE name = “dbname”;
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Appendix D - Migrating MySQL 5.7 to MySQL 8.0

If your LMS version is less than 22.03, please upgrade before following these steps.

Existing Clients using MySQL 5.7

Description Database Server EKP Database Level Table Level Column Level
Level
Assumptions Database version: Database version: 5.7 Database Database
5.7 version: -- version: --
Default character set:
Default character utf8 Default Default

set: utf8

Default collation:
utf8_general_ci

Default collation:

utf8_general_ci

character set:
utf8

Default
collation:
utf8_general_ci

character set:
utf8

Default
collation:
utf8_general_ci

Stop the LMS and Same as above. Same as above. Same as Same as
backup ekp above. above.
database from
MySQL 5.7 (e.g.
using mysqldump)
Upgrade MySQL Database version: Same as above. Same as Same as
server to 8.0 8.0 above. above.
(Refer to Default character
Kubernetes YAML set: utf8mb4
File Example and
MySQL Default collation:
Workbench utf8mb4_general_ci
sections below.)
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3 Import the backup Same as above.

database to MySQL
8.0. (using
mysqlimport, e.g.)

4 Run the Same as above.

corresponding
database schema/
script in upgrade kit
for 22.07

In order to import the Same as
backup successfully, you above.
need to create a

database with character

set utf8 and collation

utf8_general_ci on

MySQL 8.0 with default

character set is utf8mb4

and collation

utf8mb4_unicode_ci.

For example:

CREATE DATABASE ekp
CHARACTER SET utf8
COLLATE utf8_general_ci;

Database Version: 8.0

Default character set:
utf8

Default collation:
utf8_general_ci

For non-CFR clients: Same as
above.
auto-mysql-upgrade.sql

For CFR clients:

auto-mysqgl-audit-

upgrade.sql

(after executing the
script)

Database Version: 8.0

Default character set:
utf8

Default collation:
utf8_general_ci

Same as
above.

Same as
above.
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5 Manually alter the Same as above. ALTER DATABASE ekp Same as Same as
default character CHARACTER SET = above. above.
set to utf8mb4 and utf8mb4 COLLATE
default collation to = utf8mb4_unicode ci
utfBmb4 _unicode_ci
for ekp database. (after executing the

script)

It makes sure every

new table created in Database Version: 8.0
ekp database from
this moment will
inherit this default
character set and

Default character set:
utf8

Default collation:

collation. )
utf8_general_ci
6 Run the command (Run on command Same as above. Same as Same as
to optimize all line prompt) above. above.
tables.

$ mysqlcheck -u
It might takes long root -p —-optimize
time which depends  ekp
on the size of ekp
database. Since
this command will
recreate and
analysis all tables in
ekp database.

7 Start LMS again

New Client with Fresh Database

Description For All Levels (Database Server, EKP, Table and

Columns)

1 Upgrade MySQL server to 8.0 Database version: 8.0

(Refer to: Kubernetes YAML File Example and Default character set: utf8mb4
MySQL Workbench section below)
Default collation: utf8mb4_general_ci
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2 Create a fresh database on MySQL 8.0 with Same as above.
default character set utf8mb4 and collation
utf8mb4_unicode_ci for ekp database.

CREATE DATABASE ekp CHARACTER SET utf8mb4
COLLATE utf8mb4_unicode_ci;

3 Run the corresponding database schema/ For non-CFR clients:
script in upgrade kit for 22.07
auto-mysql .sql

For CFR clients:
auto-mysql-audit.sql

(after executing the script)
Database version: 8.0

Default character set: utf8mb4

Default collation: utf8mb4_general_ci

4 Manually alter the default character set to Same as above.
utf8mb4 and default collation to
utf8mb4 _unicode_ci for ekp database.

It makes sure every new table created in ekp
database from this moment will inherit this
default character set and collation.

5 Start LMS.

Verification

You can verify that the ekp database has been migrated to MySQL 8.0 successfully by executing SQLs.
Following are some available SQLs that help you double-check that the data base has been converted to
utf8mb4 at various levels.

The following SQLs assume that the database used for the LMS is named ekp.

SQL 1: [Database Level] To check the character set and collation of your database.

SELECT * FROM information_schema.schemata WHERE schema_name = “ekp”;

SQL 2: [Table Level] To find out any table whose collation is NOT utf8mb4_unicode.
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SELECT t.*

FROM INFORMATION_SCHEMA.tables t

WHERE t.TABLE TYPE = "BASE TABLE®" AND t.TABLE SCHEMA = "ekp" AND
LOWER(t.TABLE_COLLATION) != "utf8mb4_unicode ci*;

OR

SHOW TABLE STATUS FROM ekp
WHERE LOWER(Collation) != "utf8mb4_unicode_ci”;

SQL 3: [Column Level] To find out any String data type columns (e.g., char, varchar, text) whose collation is
NOT utf8mb4_unicode.

SELECT c.*
FROM INFORMATION_SCHEMA.COLUMNS c
JOIN INFORMATION_SCHEMA.tables t
ON c.TABLE_NAME = t.TABLE_NAME AND c.TABLE_SCHEMA = t.TABLE_SCHEMA
WHERE t.TABLE_TYPE = 'BASE TABLE' AND t.TABLE_SCHEMA = 'ekp'
AND LOWER(c.COLLATION_NAME) != "utf8mb4_unicode_ci”;

OR for a particular table:

SHOW FULL COLUMNS FROM <table_name>;

SQL 4: [Column Level for View] Similar to SQL 3, to find out any String data type columns in VIEW (e.g., char,
varchar, text) whose collation is NOT utf8mb4_unicode.

SELECT c.*
FROM INFORMAT ION_SCHEMA.COLUMNS ¢
JOIN INFORMATION_SCHEMA.tables t
ON c.TABLE_NAME = t.TABLE_NAME AND c.TABLE_SCHEMA = t.TABLE_SCHEMA
WHERE t.TABLE_TYPE = 'VIEW' AND t.TABLE_SCHEMA = 'ekp'
AND LOWER(C.COLLATION_NAME) 1= "utf8mb4_unicode ci”;

OR for a particular view table:

SHOW FULL COLUMNS FROM <view_table_name>;

Kubernetes YAML File Example (For clients using Docker/Kubernetes to
deploy MySQL 8.0)—
If you are going to build and launch MySQL 8.0 that uses utf8mb4 as the default character set and

utf8mb4_unicode_ci as the default collation at the database server level. The following are the YAML file you
could refer to. Please note the args section which specifies utf8mb4 related configuration.
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apiVersion: apps/vl
kind: StatefulSet
metadata:
name: mysql
spec:
serviceName: mysql
selector:
matchLabels:
app: mysql
template:
metadata:
labels:
app: mysql
spec:
containers:
- name: mysql
image: mysql:8
ports:
- containerPort: 3306
args:
- --character-set-server=utf8mb4
- --collation-server=utf8mb4_unicode_ci
env:
- name: MYSQL_ROOT_PASSWORD
value: <password_for_root>
- name: MYSQL_USER
value: ndadmin
- name: MYSQL_PASSWORD
value: <password_for_ndadmin>
- name: MYSQL_DATABASE
value: ekp

apiVersion: vl
kind: Service
metadata:
name: mysql-svc
spec:
selector:
app: mysql
ports:
- port: 3306
nodePort: 30306
type: NodePort
\

MySQL Workbench (For clients using MySQL workbench on Windows)

Download and install MySQL 8.0 and Workbench 8.0xx.
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Download MySQL Installer
Download MySQL Workbench

Error Troubleshooting

You might encounter an error about COLLATION ~utf8mb4_unicode_ci~ is not valid for CHARACTER SET ~utf8"

when importing database schema (e.g. auto-mysql-audit.sql). It looks like a “problem* specific to Workbench
rather than MySQL 8.0. Because there is an option --default-character-set=utf8 hard-coded in the import
command and it probably causes this error.

Import From Disk  Impart Pragress

Impork Completed ‘With 1 Errors

Staties;
Starting

Log:

22:41:15 Restoring D JenkinsSlaye| PR-LMS-AUTOworkspace|PeopleFluent LMS 22,07 - Tomcat 9.0, 600buidints-db-schemal suto-mysgl-sudit.zql

Running: mysgl.exe --defaults-file="c:\users\netd_g~1'appdatallocalitemp’ 2t mpg3&fSn.cnf® ==protocolstcp =haske127,0.0.1 -=usersroot =port=3306 --def ault-char acter-seteutf &
—comments --database=ckp2207 < "DiJenkinsdlavel| PR-LMS-AUTO workspace|\PeopleFuent LMS 22,07 - Tomcat 2, 0,600 bl dhints-db-schemal suto-nnsgh-audit, sql

ERROR 1253 (42000) at line 274%4: COLLATION ‘utfambd_unicode_di' is not valid for CHARACTER SET 'utfs’

Operation Failed with exitoode 1

22:55:30 Import of D JenkinsSlave\PF-LMS-AUTOlworkspace|PeopleFuent LMS 22,07 - Tomcat 9.0.60\buildints-db-schemalauto-mysgl-audit.sgl has Finished with 1 ermors

Stop Impart Again

T dtraat

We have identified two possible solutions.
Solution 1: Use the command line on the CMD prompt, e.g.

"C:\Program Files\MySQL\MySQL Server 8.0\bin\mysql" -u root -p --default-character-set=utf8mb4 ekp < auto-
mysql-audit.sql

Where ekp is the database to which you want to import date, while auto-mysql-audit.sql is the database
schema or data dump file you want to import. Please adjust the command line for your specific case..

Solution 2: Force configure MySQL 8.0 to use utf8mb4 as the defaulit.

1. Find out the location of the my.ini file.

From Workbench (e.g. C:\ProgramData\MySQL\MySQL Server 8.0\my.ini)
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Mavigator Queary 1 S0L File 3
MANMAGEMENT
. Server Status Cannection Mame
L] Client Connections localhost '
J_ Users and Privileges = st LAPP2Z4 <
123 status and System Variables ) 2
3 Duts Beoort Sockat: MySQL |
T &b Mysal Part: 3306
< Dataimport/Restare Server Versian: £.0.21 {MySQL Community Server - GPL)
INSTANCE Compiled For: Winbd (x86_64)
B startup / Shutdown Configuration File: C:'ProgramData’MySOLMyS0OL Server 8.0%my.ini
A Server Logs Runring Since! Muon May 30 00:58:32 2022 (1:59) T
# options File Refresh
PERFORMAMNCE
. Dashboard .
ﬁ— Available Server Features
& Perfarmance Reports -
& Performance Schema Setup Performance Schema: o on Windows fwtherttication:  © OFf -
Thread Pock nfa Password Validation: " omia
Mamecachad Plugin: nfa Audit Log: " nfa

Or, from Services page (e.g. C:\ProgramData\MySQL Server 8.0\my.ini)

€ services

File Action View Help

e T o=z HE »enp

£, Services (Local)

MysSQL80 Name Description Status Startup Type
. &Microsuﬂ Storage Spaces SMP Host service for the .. Manual

Sone service &;’;Micmsoﬂ Store Install Service Provides infrastructu.. Running  Manual

Pause the service y

Restart the service &k Microsoft Update Health Service Maintains Update H..  Running  Automatic (De..
1€k Microsoft Windows SMS Router Service. Routes messages ba... Manual (Trigg..
&%Mozilla Maintenance Service The Mozilla Mainten.. Manual
.mysaLs? Automatic

Running  Automatic

Log On As

Network Se..
Local System
Local System
Local Service

Local System
Network Se...

€ Natural Authentication Start - Manual (Trigg.. Local System
1€ Net Driver HPZ12 Stop Automatic Local Service
‘\s}tNet.Tcp Port Sharing Service Pause Disabled Local Service
E:'%Netlugon Resume L. Running  Automatic Local System
&?;Netwurk Connected Devices Auto-Setu Restart L Manual (Trigg.. Local Service
&5 Network Connection Broker .. Running  Manual (Trigg.. Local System
& Network Connections All Tasks > L Manual Local System
‘{?}Network Connectivity Assistant Refresh e Manual (Trigg.. Local System
& Network List Service . Running  Manual Local Service
1€} Network Location Awareness Properties L. Running  Automatic Network Se..
l,f?gNetwurk Setup Service Help L Manual (Trigg..  Local System
&l Network Store Interface Service - . Running  Automatic Local Service
;E;);Netwnrk Virtualization Service Provides network vir.. Running  Manual Local System
grocs Inventory Service Service starting peri..  Running  Automatic Local System .

Extended /(Standard /
Opens the properties dialog box for the current selection.
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& Services
File Action View Help

s M EG= HE

Poounn

. Services (Local)  Services (Local)

MysQL80

Stop the service
Pause the service
Restart the service

MySQL80 Properties (Local Computer)

General LogOn Recovery Dependencies

Service name: MySQL80
Display name: MySQL80
Description:

Path to executable:

Bl SR C \ ProgramData\MySQL\WMYSQL Server 8.0\my.iniglilslel Ry

Startup type: Automatic -
Service status: Running
Start Stop Pause Resume

You can specify the start parameters that apply when you start the service
from here

Status

Running
Running

Running

Running
Running
Running
Running
Running

Running
Running

Startup Type
Manual

Manual

Automatic (De..
Manual (Trigg..

Manual
Automatic

Automatic

Manual (Trigg...

Automatic
Disabled
Automatic

Manual (Trigg...
Manual (Trigg...

Manual

Manual (Trigg...

Manual
Automatic

Manual (Trigg..

Automatic
Manual
Automatic

Log On As

Network Se...
Local System
Local System
Local Service
Local System
Network Se...
Network Se...
Local System
Local Service
Local Service
Local System
Local Service
Local System
Local System
Local System
Local Service
Network Se...
Local System
Local Service
Local System
Local System

Extended \Slandard/

2. Modify the my.ini file by adding the following settings to the corresponding section:

[client]

default-character-set=utf8mb4

[mysql]

default-character-set=utf8mb4

[mysqld]

character-set-client-handshake=FALSE
character-set-server=utf8mb4
collation-server=utf8mb4_unicode_ci

3. Restart MySQL on the Services page to make the new configuration effective.
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Legal Notice

This document has been created for authorized licensees and subscribers ("Customers") of the software
products and associated services of Learning Technologies Group, Inc. by its division PeopleFluent and all of
its affiliates (individually and collectively, as applicable, "PeopleFluent”). It contains the confidential and
proprietary information of PeopleFluent and may be used solely in accordance with the agreement governing
the use of the applicable software products and services. This document or any part thereof may not be
reproduced, translated or retransmitted in any form without the written permission of PeopleFluent. The
information in this document is subject to change without notice.

PEOPLEFLUENT DISCLAIMS ALL LIABILITY FOR THE USE OF THE INFORMATION CONTAINED IN THIS
DOCUMENT AND MAKES NO REPRESENTATIONS OR WARRANTIES WITH RESPECT TO ITS
ACCURACY OR COMPLETENESS. PEOPLEFLUENT DISCLAIMS ALL IMPLIED WARRANTIES INCLUDING
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE.
PEOPLEFLUENT DOES NOT GUARANTEE THAT ITS PRODUCTS OR SERVICES OR ANY SAMPLE
CONTENT CONTAINED IN ITS PRODUCTS AND SERVICES WILL CAUSE OR ENABLE CUSTOMER TO
COMPLY WITH LAWS APPLICABLE TO CUSTOMER. USERS ARE RESPONSIBLE FOR COMPLIANCE
WITH ALL LAWS, RULES, REGULATIONS, ORDINANCES AND CODES IN CONNECTION WITH THE USE
OF THE APPLICABLE SOFTWARE PRODUCTS,INCLUDING, WITHOUT LIMITATION, LABOR AND
EMPLOYMENT LAWS IN RELEVANT JURISDICTIONS. THE PEOPLEFLUENT PRODUCTS AND SAMPLE
CONTENT SHOULD NOT BE CONSTRUED AS LEGAL ADVICE.

Without limiting the generality of the foregoing, PeopleFluent may from time to time link to third-party websites
in its products and/or services. Such third-party links are for demonstration purposes only, and

PeopleFluent makes no representations or warranties as to the functioning of such links or the accuracy or
appropriateness of the content located on such third-party sites. You are responsible for reviewing all content,
including links to third-party web sites and any content that you elect to use, for accuracy and appropriateness,
and compliance with applicable law.

Any trademarks included in this documentation may comprise registered trademarks of PeopleFluent in the
United States and in other countries.

Microsoft, Windows, and Internet Explorer are trademarks or registered trademarks of Microsoft Corporation in
the United States and/or other countries. Oracle and PeopleSoft are registered trademarks of Oracle
International Corporation. Adobe and Acrobat are registered trademarks of Adobe Systems Incorporated. All
other names are used for identification purposes only and are trademarks or registered trademarks of their
respective owners. Portions of PeopleFluent Workforce Communication software may include technology
licensed from Autonomy and are the copyright of Autonomy, Inc.Quartz Scheduler is licensed under the Apache
License.

Website: peoplefluent.com

Copyright © 2023, Learning Technologies Group, Inc. All rights reserved.
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